
Introduction to Reverse-Engineering - by Shadz 
 
Prerequisites: 
 
 High-Level Programming Language knowledge (C/C++/Pascal?) 
 Assembly language knowledge 
 LOTS of Patience 
 
Major Points 
 
 * What is Reverse-Engineering 
 
  Discovery of how something operates by examining structure, input/output 
  relationships (behaviour) and dissected components. 
 
 * Applications of Reverse-Engineering (Why Reverse?) 
 
  * Recovery of source from compiled binary when original source lost 
  * Debugging "release" code 
  * Examining generated code for compiler output verification 
  * Locating patch points for Hot-Fixes 
  * Stealing Intellectual Property 
  * Discovering undocumented/hidden APIs 
  * Security analysis and Exploit hunting 
  * Cracking / circumventing Copy Protection 
  * Learning Undocumented File Formats 
  * Digital Forensics 
 
 * Legalities 
 

There is an attempt to render Reverse Engineering illegal in many countries but the 
underlying reasons are unfounded or misdirected, often pushed by those that wish to 
protect existing markets, or hide weaknesses in vendors' "security thru obscurity" 
models.  Reverse Engineering culminating in intellectual property theft (if so proven) 
should be a breach of copyright, however other forms of Reverse Engineering should 
be protected under educational and research statutes. 

 
  --%<-- 

Reverse engineering a program you have legitimately bought and studying or 
modifying its code is perfectly LEGAL, at least in the European Union, as long as 
* You do it only for your personal use or for "educational purposes" (i.e. study) 
* You do not use big chunks of the code for applications you SELL 
--%<-- 

  [http://www.woodmann.com/fravia/legal.htm] 
 

In Australia, Reverse Engineering for educational, research and interoperability 
reasons have been granted legal immunity in 2002. 

 
  



* Techniques and Approaches 
 
  Dead Listing - Disassembly of binary yielding some low level code 
  (assembly language) who's structure is then examined to decipher 
  what operation is being performed. 
 
  Live Tracing - Tracing execution as the target is running and watching 
  data structures change. 
 
  Behavioural - Examining how the target interacts with its environment 
  (Operating System, registry, filesystem, other system components). 
 
  Differential - comparing consecutive snapshots to discover 
  changes and hypothesise an algorithm/structure. 
 
 * Toolz 
 
  Interactive DisAssembler (IDA) 

http://www.datarescue.com 
  Wdasm32 
  OllyDbg 
  Microsoft VisualStudio 
  Softice 
   http://www.compuware.com 
  winDbg (comes with Microsoft DDK) 
  RegMon, FileMon 
   http://www.sysinternals.com 
  Hexeditors 
 
 * Making Reversing Difficult 
  * Why 
  * Obfuscating/Packing 
  * Using custom routines rather than standard libs 
  * Anti-Debugger traps 
 
 
Now to the fun stuff... 
 
Reversing often implies converting low-level asm into some higher-level language or pseudo-code 
for digestion by humans...(and then using such specifications to understand, emulate, improve or 
copy the original). 
 
For us to do this we first investigate how some high-level constructs (in our case C) are represented 
in ASM.  We then use this knowledge to infer high-level-constructs from the asm if we are 
attempting to discover what a segment of code does, or otherwise look for coding anomalies which 
may lead to discovering what compiler was used and possibly even fingerprint a style of coding. 



 
DATA STRUCTURES 

 
An important part of reversing is reconstruction of data structures.  This can be very difficult and  
time-consuming, generally requiring the reverser to gain intimate knowledge of the original design 
and thought processes involved in creating the code. 
  
 * Datatypes: Pointers, Arrays and Structures 
 
 What do various data structures look like in ASM, and what do accesses 
 to such datastructures look like? 
 
 Types of data structures: 
 

* Poiner - pointer variables/registers hold the address of what they are pointing at.  Because 
pointers hold addresses, they are most often used for memory references, and hence, a piece 
of asm code similar to: 

 
   mov ebx,aPointer 

mov eax,[ebx]  ;; pointer cos used as address 
... 

 
 aPointer dd ?    ;; presumed later updated 

 
 would lead us to assume that ebx is register variable containing a pointer. 
 

* Array - an array is generally a contiguous block of memory, internally partitioned into 
multiple equivalent blocks.  The easiest way to spot an array in asm is to spot loop iterators 
that walk such a memory region with fixed stepping, or where an address calculation into 
some memory is scaled by some fixed constant (indicating the size of each array entry). 

 
   mov esi,anArray ;; esi is a pointer to an array 

  mov ecx,100  ;; our loop counter 
 fillnext: mov [esi],0E6h 
   inc esi   ;; nudge the index to array 
   dec ecx   ;; decrement counter 
   jnz fillnext  ;; while not entire array 
   ... 
     
 anArray db 100 dup(?)   ;; allocate a range of 100 bytes 
 

* Structures - structures are blocks of memory internally partitioned into various  (not 
necessarily alike) sub-fields.  In asm, structures can be identified by accesses to different 
offsets to a region of memory similar to arrays, but where the indicies are not all of equal 
spacing.  A typical C-style code snippet involving a structure access is shown, with its 
comparitive asm version; 
struct human_t { 
 char age; 
 char *name; 
}; 
 
char aBob[]="Bob Doe"; 
 
struct human_t *pHuman; 
 
pHuman->age = 23; 
pHuman->name=aBob; 

human_t struc 
age db ? 
name dd ? ;; pointer 

human_t ends 
 
aBob db "Bob Doe",0 
 

mov ebx,human   ;; pointer var 
mov [ebx],23 
mov [ebx+1],offset aBob ;; bob is 23 
;; ebx is prolly pointer to array 



 
ARGUMENTS, LOCALS AND CALLING CONVENTIONS 

 
* Arguments and Local Variables - Without a stackframe, argument and local references 
can be identified by accesses to [esp+offset] however its unclear which is being accessed 
unless the stack is closely examined.  Where stack frames have been constructed by the 
compiler for more elaborate locals, arguments are referenced via [ebp+offset] and locals via 
[ebp-offset]. 

 
  int function(char *arg0, short arg1) { 
   char *local0; 
   char local1; 
   ... 
  } 
 
  // invocation 
  char string[]="blat"; 
  function(string,1234); 
 
  push  1234   ;; as dword 

push  offset string 
call  function 
add   esp,8 
 

   

;; without stack-frame 
 
function proc 

sub   esp,8 
push  ebx 
mov   ebx,[esp+10h] ;; ref arg0 
add   ebx,[esp+14h] ;; ref arg1 
mov   [esp+8],ebx ;; ref local0 
movzx [esp+4],'a' ;; ref local1 
... 
pop   ebx 
add   esp,8 
ret 

function endp 

 

   
 * Argument Passing 
 

* On stack (MS Visual C) - All argumen
nice because it allows a reverser to easily
and arguments.  
 
* In registers (usually pure/hand-crafted
registers.  Difficult to dead-list and follow
consistent usage of particular registers. 

  
   

* Hybrid schemes (Borland C, MS Visua
others passed in registers.  Makes reversi
always evident which registers hold argum
;; with stack-frame  
 
function proc 
 push  ebp 
 mov   ebp,esp 

sub   esp,8 
push  ebx 
mov   ebx,[ebp+8] ;; ref arg0 
add   ebx,[ebp+0ch] ;; ref arg1 
mov   [ebp-4],ebx ;; ref local0 
movzx [ebp-8],'a' ;; ref local1 
... 
pop   ebx 
add   esp,8 
pop   ebp 
ret 

function endp 
ts passed on stack in reverse order.  This is 
 ascertain and name and follow variables 

 asm code) - All arguments passed in 
 because registers reused unless there is a 

l C++) - Some arguments passed on stack, 
ng somewhat more tedious because its not 

ents. 



 
* Calling Conventions - Calling conventions are defined ways of calling functions and 
passing arguments to those functions. 

 
stdcall: Callee cleans up stack - most evident in windows .dll exports and kernel 
APIs - not really applicable to non-pass-by-stack calling conventions. 

 
   ;; caller 
   push arg1 
   push arg0 
   call function 
 
   ;; callee 
   function proc 
    push ebp 
    mov  ebp,esp 
    sub  esp,4 ;; create stack frame for locals 
    ... 
    add  esp,4 ;; clean up locals 
    ret  8  ;; clean up stack on return 
   funciton endp 
 

  cdecl: Caller cleans up stack (Native C calling convention) 
 
   ;; caller 
   push arg1 
   push arg0 
   call function 
   add esp,8   ;; clean up stack 
 
   ;; callee 
   function proc 
    push ebp 
    mov  ebp,esp 
    sub  esp,8 
    ... 
    add  esp,8  ;; clean up locals 
    ret 
   function endp 

 
naked: left completely up to the programmer to add function prologue and epilogue 
- generally only employed by skilled programmers trying to do tricky things ;~P 
 



FLOW CONTROL 
 

Calls, Jumps, Rets and Ints and Irets are used to change the course of program execution.  
Identifying and understanding the execution paths in a program yield much information such 
as which code blocks do validity checks, etc. 
 

Call - save return IP and transfer control to fn 
  Jmp - Conditional or unconditional jumps alter the IP 

Ret - return from subroutine (Uses the return address, either from stack or 
register to get back to caller) 
Int - Interrupt current thread of execution, saving flags and return address 
Iret - Return from interrupt (restore flags and return address from stack) 

 
Loops - constructed in various ways to implement counted or uncounted iteration 
constructs - typical structures are shown (left to right) for-loop, while-loop, do-
while-loop; 

body() 

i<5 

i++ 

i=0 

body() 

i-- 

i==0 

i=5 

body() 

i++ 

i < 5 

i=0 

for(i=0;i<5;i++) { 
   body(); 
} 

i=5; 
while(i) { 
   --i; 
   body(); 
} 

i=0; 
do { 
   i++; 
   body(); 
} while(i<5); 



 
Switch-statement (and function pointers) - function pointers are simply pointers that 
hold the Address into code rather that of data.  Most compilers represent switch-
statements as jump-tables if the cases are complex enough, otherwise a simple 
conditional tree is employed; 

int choice; 
 
switch(choice) { 
   case 1: 
   case 2: 
   case 3: fnA(); break; 
   case 5: fnB(); break; 
   case 7: fnC(); break; 
   default: 
      fnD(); 
} 

 
Analysis 

 
 * Top-Down - by knowing what a macro-b
  and document its constituent parts (
 
 * Bottom-Up - attempt to define a macro-f
  how its documented constituents ar
choice dd ? 
 ... 

mov     eax, [ebp+choice] 
sub     eax, 1 
mov     [ebp+choice], eax 
cmp     [ebp+choice], 6 
ja      short jfnD 
mov     ecx, [ebp+choice] 
jmp     ds:jmpTbl[ecx*4] 

jfnA: 
call    fnA 
jmp     short end_switch 

jfnB: 
call    fnB 
jmp     short end_switch 

jfnC: 
call    fnC 
jmp     short end_switch 

jfnD: 
call    fnD 

 ... 
end_switch: 
 
jmpTbl dd offset jfnA 
 dd offset jfnA 
 dd offset jfnA 
 dd offset jfnD 
 dd offset jfnB 
 dd offset jfnD 
 dd offset jfnC 

 
 

Methods 

lock does, we attempt to discover 
Black-box analysis). 

unctions behaviour by examining 
e interlinked. 



 
Example 

 
Raw IDA output (prior to human intervention) 
 
.text:004010C0 sub_4010C0      proc near               ; CODE XREF: _main+A_p 
.text:004010C0  
.text:004010C0 dst             = byte ptr -8 
.text:004010C0 var_4           = byte ptr -4 
.text:004010C0 var_3           = byte ptr -3 
.text:004010C0 var_2           = byte ptr -2 
.text:004010C0 s               = byte ptr  4 
.text:004010C0 arg_4           = dword ptr  8 
.text:004010C0  
.text:004010C0                 sub     esp, 8 
.text:004010C3                 push    ebx 
.text:004010C4                 push    ebp 
.text:004010C5                 push    esi 
.text:004010C6                 mov     esi, dword ptr [esp+14h+s] 
.text:004010CA                 push    esi             ; s 
.text:004010CB                 mov     ebp, 1 
.text:004010D0                 call    strlen 
.text:004010D5                 add     esp, 4 
.text:004010D8                 cmp     eax, 7 
.text:004010DB                 jz      short loc_4010E6 
.text:004010DD  
.text:004010DD loc_4010DD:                             ; CODE XREF: sub_4010C0+57_j 
.text:004010DD                                         ; sub_4010C0+5D_j 
.text:004010DD                 pop     esi 
.text:004010DE                 pop     ebp 
.text:004010DF                 xor     eax, eax 
.text:004010E1                 pop     ebx 
.text:004010E2                 add     esp, 8 
.text:004010E5                 retn 
.text:004010E6 ; --------------------------------------------------------------------------- 
.text:004010E6  
.text:004010E6 loc_4010E6:                             ; CODE XREF: sub_4010C0+1B_j 
.text:004010E6                 lea     eax, [esp+14h+dst] 
.text:004010EA                 push    esi             ; src 
.text:004010EB                 push    eax             ; dst 
.text:004010EC                 call    strcpy 
.text:004010F1                 mov     al, [esp+1Ch+dst] 
.text:004010F5                 add     esp, 8 
.text:004010F8                 xor     esi, esi 
.text:004010FA                 test    al, al 
.text:004010FC                 jz      short loc_401131 
.text:004010FE                 lea     eax, [esp+14h+dst] 
.text:00401102                 mov     bl, 2Dh 
.text:00401104  
.text:00401104 loc_401104:                             ; CODE XREF: sub_4010C0+6F_j 
.text:00401104                 movsx   ecx, byte ptr [eax] 
.text:00401107                 push    ecx             ; c 
.text:00401108                 call    isxdigit 
.text:0040110D                 add     esp, 4 
.text:00401110                 test    eax, eax 
.text:00401112                 jnz     short loc_401124 
.text:00401114                 cmp     esi, 4 
.text:00401117                 jnz     short loc_4010DD 
.text:00401119                 cmp     [esp+14h+var_4], bl 
.text:0040111D                 jnz     short loc_4010DD 
.text:0040111F                 mov     [esp+14h+var_4], 0 
.text:00401124  
.text:00401124 loc_401124:                             ; CODE XREF: sub_4010C0+52_j 
.text:00401124                 inc     esi 
.text:00401125                 mov     cl, [esp+esi+14h+dst] 
.text:00401129                 lea     eax, [esp+esi+14h+dst] 
.text:0040112D                 test    cl, cl 
.text:0040112F                 jnz     short loc_401104 
.text:00401131  
.text:00401131 loc_401131:                             ; CODE XREF: sub_4010C0+3C_j 
.text:00401131                 movsx   edx, [esp+14h+var_3] 
.text:00401136                 push    edi 
.text:00401137                 push    edx             ; c 
.text:00401138                 call    xtoi 
.text:0040113D                 mov     ebx, eax 
.text:0040113F                 movsx   eax, [esp+1Ch+var_2] 
.text:00401144                 push    eax             ; c 
.text:00401145                 shl     bl, 4 
.text:00401148                 call    xtoi 
.text:0040114D                 mov     edi, [esp+20h+arg_4] 
.text:00401151                 add     bl, al 
.text:00401153                 push    edi             ; s 
.text:00401154                 xor     esi, esi 
.text:00401156                 call    strlen 



.text:0040115B                 add     esp, 0Ch 

.text:0040115E                 test    eax, eax 

.text:00401160                 jle     short loc_40117C 

.text:00401162  

.text:00401162 loc_401162:                             ; CODE XREF: sub_4010C0+BA_j 

.text:00401162                 mov     cl, [esi+edi] 

.text:00401165                 push    edi             ; s 

.text:00401166                 xor     cl, bl 

.text:00401168                 movsx   dx, cl 

.text:0040116C                 imul    ebp, edx 

.text:0040116F                 inc     esi 

.text:00401170                 call    strlen 

.text:00401175                 add     esp, 4 

.text:00401178                 cmp     esi, eax 

.text:0040117A                 jl      short loc_401162 

.text:0040117C  

.text:0040117C loc_40117C:                             ; CODE XREF: sub_4010C0+A0_j 

.text:0040117C                 and     ebp, 0FFFFh 

.text:00401182                 lea     eax, [esp+18h+s] 

.text:00401186                 push    ebp 

.text:00401187                 push    offset a_4x     ; "%.4X" 

.text:0040118C                 push    eax 

.text:0040118D                 call    _sprintf 

.text:00401192                 lea     ecx, [esp+24h+dst] 

.text:00401196                 lea     edx, [esp+24h+s] 

.text:0040119A                 push    ecx             ; char * 

.text:0040119B                 push    edx             ; char * 

.text:0040119C                 call    _stricmp 

.text:004011A1                 add     esp, 14h 

.text:004011A4                 neg     eax 

.text:004011A6                 sbb     eax, eax 

.text:004011A8                 not     eax 

.text:004011AA                 and     eax, edi 

.text:004011AC                 pop     edi 

.text:004011AD                 pop     esi 

.text:004011AE                 pop     ebp 

.text:004011AF                 pop     ebx 

.text:004011B0                 add     esp, 8 

.text:004011B3                 retn 

.text:004011B3 sub_4010C0      endp 
 
 

NB: I've artificially highlighted the snippet for easy referral. 
 
Once we have the raw disassembly we can begin to examine and comment (this is where IDA is 
most powerful).  The first thing we notice is that IDA identifies and names arguments and locals for 
the stack frame.   IDA has also recognised the compiler used to generate this binary and applied 
signatures to identify common-runtime-library functions (in Red).  We notice that the function we 
wish to investigate sub_4010C0 calls several subordinate functions, all of which are known and 
well defined - thus we only need to find out how these subordinate functions are structured to 
understand the overall mechanics. 
 
Now we start following the function from the top and try to identify any structures that we can 
represent in a HLL. 
 
Also, sensibly naming arguments and locals (names are propagated by IDA) we can build a clear 
picture of which functions work on which variables making comprehension easy.



After some human analysis… 
 
.text:004010C0 sub_4010C0      proc near               ; CODE XREF: _main+A_p 
.text:004010C0  
.text:004010C0 mykey           = byte ptr -8 
.text:004010C0 key             = dword ptr  4 
.text:004010C0 name            = dword ptr  8 
.text:004010C0  
.text:004010C0                 sub     esp, 8 
.text:004010C3                 push    ebx 
.text:004010C4                 push    ebp 
.text:004010C5                 push    esi 
.text:004010C6                 mov     esi, [esp+14h+key] 
.text:004010CA                 push    esi             ; s 
.text:004010CB                 mov     ebp, 1 
.text:004010D0                 call    strlen 
.text:004010D5                 add     esp, 4 
.text:004010D8                 cmp     eax, 7          ; expected key length 
.text:004010DB                 jz      short key_len_ok 
.text:004010DD  
.text:004010DD fail:                                   ; CODE XREF: sub_4010C0+57_j 
.text:004010DD                                         ; sub_4010C0+5D_j 
.text:004010DD                 pop     esi 
.text:004010DE                 pop     ebp 
.text:004010DF                 xor     eax, eax 
.text:004010E1                 pop     ebx 
.text:004010E2                 add     esp, 8 
.text:004010E5                 retn 
.text:004010E6 ; --------------------------------------------------------------------- 
.text:004010E6  
.text:004010E6 key_len_ok:                             ; CODE XREF: sub_4010C0+1B_j 
.text:004010E6                 lea     eax, [esp+14h+mykey] 
.text:004010EA                 push    esi             ; src 
.text:004010EB                 push    eax             ; dst 
.text:004010EC                 call    strcpy 
.text:004010F1                 mov     al, [esp+1Ch+mykey] 
.text:004010F5                 add     esp, 8 
.text:004010F8                 xor     esi, esi        ; index ? 
.text:004010FA                 test    al, al 
.text:004010FC                 jz      short loc_401131 
.text:004010FE                 lea     eax, [esp+14h+mykey] 
.text:00401102                 mov     bl, '-'         ; key separator ? 
.text:00401104  
.text:00401104 test_next:                              ; CODE XREF: sub_4010C0+6F_j 
.text:00401104                 movsx   ecx, byte ptr [eax] 
.text:00401107                 push    ecx             ; c 
.text:00401108                 call    isxdigit        ; returnz non-zero if char is 0-9A-F 
.text:0040110D                 add     esp, 4 
.text:00401110                 test    eax, eax 
.text:00401112                 jnz     short nudge_next 
.text:00401114                 cmp     esi, 4          ; if index is 4 
.text:00401117                 jnz     short fail      ; and prev. failed, then bail 
.text:00401119                 cmp     [esp+14h+mykey+4], bl ; else we expect '-' 
.text:0040111D                 jnz     short fail 
.text:0040111F                 mov     [esp+14h+mykey+4], 0 ; and replace wif null 
.text:00401124  
.text:00401124 nudge_next:                             ; CODE XREF: sub_4010C0+52_j 
.text:00401124                 inc     esi 
.text:00401125                 mov     cl, [esp+esi+14h+mykey] 
.text:00401129                 lea     eax, [esp+esi+14h+mykey] 
.text:0040112D                 test    cl, cl 
.text:0040112F                 jnz     short test_next 
.text:00401131  
.text:00401131 loc_401131:                             ; CODE XREF: sub_4010C0+3C_j 
.text:00401131                 movsx   edx, [esp+14h+mykey+5] 
.text:00401136                 push    edi 
.text:00401137                 push    edx             ; c 
.text:00401138                 call    xtoi 
.text:0040113D                 mov     ebx, eax 
.text:0040113F                 movsx   eax, [esp+1Ch+mykey+6] 
.text:00401144                 push    eax             ; c 
.text:00401145                 shl     bl, 4 
.text:00401148                 call    xtoi 
.text:0040114D                 mov     edi, [esp+20h+name] 
.text:00401151                 add     bl, al 
.text:00401153                 push    edi             ; s 
.text:00401154                 xor     esi, esi 
.text:00401156                 call    strlen          ; get length of second string (name) 
.text:0040115B                 add     esp, 0Ch 
.text:0040115E                 test    eax, eax 
.text:00401160                 jle     short loc_40117C 
.text:00401162  
.text:00401162 encrypt:                                ; CODE XREF: sub_4010C0+BA_j 
.text:00401162                 mov     cl, [esi+edi]   ; name[i] 
.text:00401165                 push    edi             ; s 
.text:00401166                 xor     cl, bl          ; name[i] xor key[5..6] 



.text:00401168                 movsx   dx, cl 

.text:0040116C                 imul    ebp, edx        ; checksum <= name[i] xor key[5..6] 

.text:0040116F                 inc     esi 

.text:00401170                 call    strlen 

.text:00401175                 add     esp, 4 

.text:00401178                 cmp     esi, eax 

.text:0040117A                 jl      short encrypt 

.text:0040117C  

.text:0040117C loc_40117C:                             ; CODE XREF: sub_4010C0+A0_j 

.text:0040117C                 and     ebp, 0FFFFh 

.text:00401182                 lea     eax, [esp+18h+key] 

.text:00401186                 push    ebp 

.text:00401187                 push    offset a_4x     ; "%.4X" 

.text:0040118C                 push    eax 

.text:0040118D                 call    _sprintf 

.text:00401192                 lea     ecx, [esp+24h+mykey] 

.text:00401196                 lea     edx, [esp+24h+key] 

.text:0040119A                 push    ecx             ; mykey 

.text:0040119B                 push    edx             ; key 

.text:0040119C                 call    _stricmp        ; check if the supplied key matches computed 

.text:004011A1                 add     esp, 14h 

.text:004011A4                 neg     eax 

.text:004011A6                 sbb     eax, eax 

.text:004011A8                 not     eax 

.text:004011AA                 and     eax, edi 

.text:004011AC                 pop     edi 

.text:004011AD                 pop     esi 

.text:004011AE                 pop     ebp 

.text:004011AF                 pop     ebx 

.text:004011B0                 add     esp, 8 

.text:004011B3                 retn 

.text:004011B3 sub_4010C0      endp 
 
 

The first thing we see (in Green) is that the length of the first argument (I called this "key") is 
checked to be 7 (we infer arg0 is a null-terminated-string because we know this is what strlen 
operates on).  If this check fails, we return zero (in EAX). 
 
Next (in Orange), the key is copied to a local array (I called this myKey). 
 
The following code block (in Blue) should be recognised as a for-loop, with its 4 major components 
easily identifiable - the short preamble to the for-loop simply checks for myKey being an empty 
string (inserted by the compiler).  This loop scans myKey to ensure each character is hexadecimal 
kosher ("0-9a-f") and that the character at index 4 is a dash.  This reveals to us an expected structure 
for key without which this function would fail. 
 
Two similar blocks of code (in Red) take a character/byte each from myKey[5] and myKey[6] 
respectively, covert it to the hexadecimal equivalent ('a' -> 0xa, '9' -> 9) and then pack the two 
together to yield a hexadecimal equivalent of the two-byte string myKey[5..6]. 
 
The code sequence (in Violet) does not immediately look like a for-loop, but more like a do-while 
(if the preamble is considered).  This is most likely because the test condition requires a function 
call and thus the compiler has opted to generate an augmented sequence.  The body of this loop 
takes the encryption byte (computed in the previous code block) XORs the i-th byte in the 'name', 
and multiplies this onto a running variable (pre-initialized to 1). 
 
Finally, (in Brown), the final 16bit rolling multiple is converted to a hexidecimal string and 
compared to the first part of the original key (myKey because the dash has been replaced by a null).  
The function returns either a pointer to the original name on success, or a null on failure. 



Following is some C code derived from the above disassembly 
 
char* verifyKey(char *key, char *name) { 
 int i; 
 char mykey[8]; 
 char temp[4]; 
  
 char crypt; 
 unsigned short check=1; 
 
 if(_strlen(key)!=7) return (char*)0; 
 _strcpy(mykey,key); 
 
 for(i=0;mykey[i];i++) { 
  if( _isxdigit(mykey[i]) ) { 
   continue; 
  } 
  if( i==4 && mykey[i]=='-') { 
   mykey[i]=0; 
   continue; 
  } 
  return (char*)0; 
 } 
 
 crypt = xtoi(mykey[5]); 
 crypt <<=4; 
 crypt += xtoi(mykey[6]); 
 
 for(i=0;i<_strlen(name);i++) { 
  check *= (unsigned short)(name[i] ^ crypt); 
 } 
 
 sprintf(temp,"%.4X",check); 
 if(stricmp(temp,myKey)==0) 
  return name; 
 else 
  return (char*)0; 
} 
 
 
int main(void) { 
 char *key="abcd-ef"; 
 char *name="Somebody"; 
 verifyKey(key,name); 
} 
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